Philips Semiconductors Microcontrolier Products Preliminary specification

Secured 8-bit microcontroller 83C852

FEATURES

e 8-bit CPU

* 6K bytes of user program memory (ROM), no external
extension

® 256 bytes of RAM data memory (RAM), no external

extension

2K bytes EEPROM:

- EEPROM stores data or program

= on-chip voltage multiplier for EEPROM
ERASE/WRITE

- ERASE/WRITE cycle time independent of the clock
frequency

- 10000 ERASE/WRITE cycles per bytes

- 10 years non-volatile data retention

- infinite number of READ cycles

- error code correction

Calculation unit for cryptographic calculations
* Security features

Power-ON/OFF reset circuit

* Low frequency detector

e Two 16-bit timers

Clock frequency range 1 MHz to 6 MHz; 1 us cycle
time with 6 MHz clock frequency

e Two I/O lines; only one /0 line is used in half-duplex,
according to the ISO standards for the Smart Card
applications; full-duplex communication can be
performed with both I/0 lines

5 interrupt sources from: /0 lines: Timer 0; Timer 1;
EEPROM; Calculation unit

e Power-down and idie mode

¢ Two operating modes: test mode and user mode

¢ Single 5 voits power supply

® 6 pins: Vg, Vg, 1101, 1102, RESET, CLK

QUICK REFERENCE DATA

.

GENERAL DESCRIPTION

The 83C852 single chip secured microcontroller is
manufactured in an advanced 1.2 pCMOS process. It is
a derivative of the 80C51 microcontroller family and has
the same instruction set as the BOC51. It has been
specially designed for conditional access in secure
Smart Card applications and is implemented with the
highest levels of security. i

r

Its internal calculation unit speeds-up cryptographic
calculations using Public Key Algorithms.

Cryptographic calculations

Atfox = 6 MHz:  X*mod.nis performedin 1.5 s
typical, with 512 bit operands.

External communications can be performed through a
serial interface (1/0) according to ISO standards. The
serial interface must be controlied by application
software for access to the 83C852 intemal memory.

The 83C852 contains a 6K bytes READ only memory
(user ROM); a 256 bytes READ/WRITE data memory
(RAM); 2K bytes electrically erasable programmable
READ only memory (EEPROM); two I/O lines: two 16-bit
timers; five vectorized interrupt sources; 33 Special
Function Registers (SFRs) and a Calculation Unit to
speed-up the execution time of public keys and secret
keys cryptographic algorithms.

The 83C852 operates with a single 5 volts power supply
and at a maximum clock frequency of 6 MHz. The
instruction set consists of over 100 instructions: 49
one-byte, 45 two-byte and 17 three-byte. With an input
clock frequency of 6 MHz, 58% of the instructions are
executed in 1 us and 40% in 2 ps.

SYMBOL PARAMETER CONDITION MIN. MAX. | UNIT

Voo supply voltage range 45 55 )

lop supply current fox = 3.57 MHz - 10 mA
1o Supply current: operating modes fox = 6.0 MHz - 15 mA

o supply current: idle mode fox = 6.0 MHZ - 3 mA

P total power dissipation - 1 w

T“' ' storage temperature range -5 150 °C

Tomt operating ambient temperature range 0 70 °C
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ORDERING INFORMATION

EXTENDED TYPE PACKAGE
NUMBER PADS PAD POSITION MATERIAL CODE
83C852 die 6 X Y coordinates die -
83C852P 14 tbf plastic DIL tbf
Voo Vss CLK
Y
POWER-ON/OFF J RoMm Ram EEPROM
RESEY 6 K BYTES 256 BYTES 2KBYTES
— TIMING I PROGRAM DATA nggg : "
LOW FREQUENCY MEMORY MEMORY MEMORY
DETECTOR ﬂ /T
80CS51 <~—
INTERRUPT CALCULATION PROGRAMMABLE TWO 16-BIT
SYSTEM UNIT 170 TIMERS
1 !
l l MBA740
RESET . Vo1 V02
Fig.1 Block diagram.
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PINNING
symeoL | PN DESCRIPTION I ]
(PAD) vgg—=[] c5 €t J=—vop
Voo C1 +5 volts power supply pin during
normal operation, idle mode and
power-down mode
active LOW input that initializes the .
RESET |(C2 processor ;
CLK C3 external clock input. The intemal
clock frequency = the external C2 [J=- AESET
clock frequency
Vss Ccs ground
1101 c7 quasi bi-directional port (TTL
compatible), the user's program
must include routines able to
handie an asynchronous serial
communication through a single VO
port (for haif-duplex)
1702 (of:] quasi bi-directional port (TTL 1/01 =te[] C7
compatible) 1702 =t=[] c8 ¢3 [J=—cik
MEAS0?
Fig.2 Pinning diagram.
ASSIGNMENT OF 1S0/83C852 SMART CARD CONTACTS
ISO 83C852
CONTACTS | ASSIGNMENTS | ASSIGNMENTS
C1 Vee Voo
c2 RESET RESET
ca GiK CLK
Ca reserved not connected
C5 GND Vss
[c2]
Cé Ver not connected
worsos c7 10 used for 101
cs reserved reserved for 1102
contact assignments are specified in part 2 of ISO 7816
Fig.3 Contact assignments.
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FUNCTIONAL DESCRIPTION
General

The 83CB852 is specially designed for secured
applications such as conditional access and transactions
in a Smart Card environment. It has a Calculation Unit
which makes the microcontrolier dedicated to
asymmetric crypto systems. Special Function Registers
(SFRs) are available to the user to manipulate memory
transactions and calculation unit operations.

The address bus of the EEPROM is mixed to prevent
fraudulent access and optical scanning. The EEPROM
has an hardware error code correction which guarantees
the data content integrity. The B3C852 is able to read and
modify a part of the internal program memory contained
in EEPROM.

The 83C852 has two software selectable modes of
reduced activity for further power reduction, the idle
mode and power-down mode:

s o the idie mode freezes the CPU while allowing the

: RAM, the timers and the interrupt system to continue

- functioning.

e the power-down mode saves the RAM content and
disables all other chip functions.

The 83C852 has 33 SFRs available for use by the user
(see Table 23). The functional descriptions and usage of
the SFRs as they co-relate to the RAM, EEPROM and
the calculation unit activities, are described within the
following sections.

Memory organisation

The central processing unit (CPU) manipulates operands

in three memory spaces, (see Fig. 4) these are:

* 6K-byte intenal program memory (ROM)

® 2K-byte program and data memory (EEPROM)

* 256-byte internal data memory (RAM).

The 256-byte internal RAM memory address space is

sub-divided into:

® 128-byte internal data RAM locations 00 to 7FH. This
address space is accessible with direct and indirect
addressing

* 128-byte internal data RAM locations 80H to FFH,
This address space is accessible with indirect
addressing only

»
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¢ 128-byte Special Function Register (SFR) address
space 80H to FFH. This address space is parallel to
the upper 128 byte RAM. It is accessible with direct
addressing only. 33 SFRs reside inside this area, the
remaining address space in between is unused.

EEPROM

The EEPROM has a capacity of 2K bytes (words) see”
Fig. 5. With its built-in error correction hardware the
EEPROM is a very reliable non-volatile memory. In
addition to each single stored data byte, 4 extra *parity*
bits are stored in EEPROM. Single-bit errors per byte are
automatically corrected when reading the memory. It can
be accessed by both CPU and calculation unit (however,
not at the same time).

Programming of the EEPROM is completely controlled
by the EEPROM's sequencer. The EEPROM can be
used either both as data memory and program memory
for the CPU, or as data memory for the calculation unit.

EEPROM as DATA MEMORY:

When the CPU executes opcodes from intemal ROM
(program address < 8000H), the EEPROM can be used
as a data memory. The communication between CPU
and EEPROM is performed via 6 SFRs (see Table 1),
these comprise:

® 2 EEPROM (SFRs) address registers (HIGH and
LOW address byte)

* 1 EEPROM (SFR) data register for READ and WRITE
operations

* 2 EEPROM (SFRs) control registers to select the
various operating and test modes

* 1 EEPROM (SFR) timer register to adapt the
ERASE/WRITE time to the Operating clock frequency.

EEPROM AS PROGRAM MEMORY:

When the program counter is higher than 7FFFH, the
EEPROM is used as a program memory. The CPU
fetches opcodes directly from the EEPROM. EADRH,
EADRL1 and EDAT registers cannot be written. Their
contents in this mode are irrelevant.
Eﬁ@gﬁmmmm;ﬁmum
the MOVC instruction, but EEPROM write operation is
not possible. The EEPROM can only be written by
software executed from the ROM area (program address
< 8000H).
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EEPROM As DATA MEMORY FOR THE CALCULATION UNIT: pointers are loaded by the CPU and decremented by the
_— . . calculation unit's sequencer. EADRL1 or EADRL2 supply
Communication between calculation unit and EEPROM the LOW byte (LSB) of the EEPROM address. The HIGH

s performed via SFRs (see Table 1), these comprise: byte (MSB) of the EEPROM address is taken directly

e 2 EEPROM SFRs address registers (one HIGH and from the EADRH register. The access to the EEPROM
one of two alternate LOW address bytes) from the calculation unit, is controlled by the calculation

e calculation unit SFRs. unit SFRs.

The EEPROM data output is directly connected via a When the access to EEPROM by the calculation unit is

active, the EEPROM is not accessible by the CPU, .-

Special bus to the data registers of the calculation unit. : 3
neither as data memory nor as program memory. When

The calculation unit has direct READ access to the

EEPROM. the calculation unit is operating, but not accessing the
] EEPROM, the CPU can READ, WRITE and EXECUTE
During memory access, the EEPROM is addressed by EEPROM.

one of two address pointers EADRL1 or EADRL2. Both

FFFFH

A\

FFH TFEH
128 BYTES RAM FABKEYS  |™\
INDIRECT ADDRE SSING TFOH AN p—
80H TO FFH - EEPROM
FFH EEPROM /. v O 8000
2K BYTES /
SFRs DATA + CODE / //
DIRECT ADDRESSING j . J 3 / A 17¢FH
80H [ ’ (
o /
/ 6K BYTES
USER
128 BYTES RAM
ot AREA USER ROM
INDIRECT ADDRESSING /
00 000 / 0000
4 t
EADRH, program
EADRL1 counter
DATA MEMORY AREA eara PROGRAM MEMORY AREA

Fig.4 Memory map.
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EEPROM SFRs
Table 1 provides a listing of the EEPROM associated SFRs:

Table 1 EEPROM SFRs

NAME SFR ADDRESS |

FUNCTION

The communication between the CPU and the EEPROM is performed via the following SFRs:

EADRL1 OF2H address register (LSB)

EADRH OF3H address register (MSB)

EDAT OF4aH data register

ETIM OF5H EEPROM timer register

ECNTRL1 OF6H control register for normal operation modes
ECNTRL2 OF7H control register for special test modes

The communication between the calculation unit and the EEPROM is performed via the following SFRs:

EADRL2 OF 1M address pointer 2: LSB of the EEPROM address
(WRITE: reload EADRL2 register; READ: read counter)
EADRL1 OF2H address pointer 1: LSB of the EEPROM address
(WRITE: reload EADRL1 register; READ: read counter)
EADRH OF3H address register (MSB)

EADRL1 or EADRL2

Two address pointers (SFRs) are necessary for EEPROM access by the calculation unit. SFRs EADRH and sither

EEPROM SFR descriptions
EADRH

EADRH is an 8-bit register (SFR), used as an address
pointer, it is loaded from the CPU and contains the
highest byte (MSB) of the EEPROM address. Only bits
EADRH.7, 2, 1, 0 are relevant. Default vaiue after reset
is '100000008".

EADRL1, EADRL2

EADRL1 is an 8-bit register (SFR), used as an address
pointer, it is loaded from the CPU. Its contents are
transferred into an 8-bit down counter which provides the
LOW byte (LSB) of the EEPROM address. The CPU has
WRITE access to the EADRL1 register and READ
access to the down counter.

Default value after reset of both the EADRL 1 register
and associated down counter are 00H. The transfer of
EADRL1 to the down counter and the decrement are
controlied by the calculation unit. The behaviour of

- EADRL1 depends on whether or not there is an access
in progress from the calculation unit to the EEPROM.

No access from the calculation unit to the EEPROM:

November 1991

e when there is no active access to the EEPROM from
the calculation unit, the contents of the EADRL1
register are continuously loaded into its associated
down counter. There is no hardware-decrement of the
down counter. The combination of EADRL1 pius it's
down counter behaves therefore as a normal register.
In this mode, the LOW address byte of the EEPROM
is always supplied by EADRL1. EADRL2 behaves
similar to EADRL1 but it is not used for EEPROM
addressing. its contents are irrelevant.

Calculation unit access to the EEPROM:

e EADRL1 is the EEPROM LOW address pointer used
to address an operand (Ai) stored in the EEPROM. At
the beginning of the calculation unit's computation
cycle, the address content of the EADRL1 is loaded
into it's associated down counter. During the
calculation, further EADRL1 address transfers to the
down counter stop, whilst the down counter is
decremented by the calculation unit's sequencer.
During a caiculation, the EADRL1 register can be
reloaded from the CPU with a new address. This new
address will then be used during the next calculation.
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* EADRL2 (SFR) is the second EEPROM LOW
address pointer which is required for some operations
of the calculation unit. It is used to address an
operand (Xi) stored in the EEPROM. The function of
EADRLZ2 is similar to EADRL 1 function. EADRL2
cannot be used as a second address register for
normal CPU access to the EEPROM.

Data register EDAT

This register (SFR) is used to read data from the
currently addressed EEPROM byte. When EDAT is
written during BYTE MODE, it's contents will be
programmed into the addressed EEPROM byte. When
EDAT is written during ROW ERASE or BLOCK ERASE
mode, the ROW ERASE or BLOCK ERASE operation is

Table 2 ETIM timer values

The general formula is: Value (decimal) =(f;« kH2/102.4)-2

started. in this mode, the data written to EDAT is then
irelevant. The ECNTRL1 status bits EWP and IFE
indicate whether the EEPROM ERASE/WRITE operation
is still active. Whilst the EEPROM programming is in
progress, rewriting data to EDAT is not aliowed.

Timer register ETIM

The ETIM timer register (SFR) is required to adapt the’
ERASE/WRITE time 10 the clock frequency. ERASE (t,)
and WRITE (t,) times of 5 ms each are required. The
user has to ensure that the ERASE or WRITE time is
neither too short nor too iong. Table 2 gives values for
ETIM register for given clock frequencies. ETIM has to
be loaded by software in advance fo the first
ERASE/WRITE operation. ETIM's default value after
reset is '08H'".

VALUES FOR ETIM
OPERATING BINARY
feux MHz HEXADECIMAL DECIMAL
MSB LsB
1.0 0000 1000 8 8
20 0001 0010 12 18
30 0001 1014 1B 27
357 0010 0001 21 33
40 0010 0101 25 kY4
4.92 0010 1110 2E 45
5.0 0010 1111 2F 47
6.0 0011 1001 39 57
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Control register ECNTRL1
ECNTRL1 is the control register (SFR) for the several user operation modes of the EEPROM.

Table 3 ECNTRL1 SFR

IFE EEINT EWP - OPERATION MODE SELECT
7 6 5 4 3 2 1 0
BYTE MODE — 0 [ 0
ROW ERASE — 1 1 0 o,
BLOCK ERASE — 1 0 1 )
TEST MODE — 1 1 1 1

Table 4 Description of the ECNTRL1 bits

SYMBOL / PARAMETER | FUNCTION
ECNTRL1.7
IFE, interrupt flag EEPROM set by the EEPROM sequencer after completion of an EEPROM WRITE access, or
: set and reset by software. When (IFE is set 1 and EEINT is set 1), an interrupt

request is done. Interrupt vector 0023H will be forced if the bits EA and EE inside
the interrupt Enable Register IE are also set 1.

ECNTRL1.6

) EEINT, enable EEPROM set and reset by software. Enables an EEPROM interrupt request when HIGH.

interrupt

ECNTRL1.5

EWP, ERASE/WRITE in set and reset by the EEPROM sequencer. EWP is active HIGH during EEPROM

progress write operations. Consecutive write operations to EDAT are not allowed as long as
EWP is set. EWP cannot be set or reset by software.

ECNTRL1.4

- [reserved.

ECNTRL1 bits 3,2,1,0

operation mode select: normal E2PROM mode, default mode after reset. in this mode READ or WRITE

BYTE MODE (0000) access to one byte at a time is possible.

READ mode This is the default mode when BYTE MODE is selected. The contents of the
addressed byte are available in the data register EDAT.
WRITE mode This mode is activated after loading of the data register EDAT with the data byte to

be written. Before writing EDAT, the address registers EADRLY and EADRH must
be loaded first. Depending on the previous contents of the addressed memory
cells, the EEPROM sequencer decides whether to do a WRITE cycle (t,), ora
combined ERASE/WRITE cycle (f, + t,). AWRITE cycle is carried out when the
previous memory content has been 00H. Otherwise an ERASE/WRITE cycle is
carried out.

November 1991 1107
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SYMBOL / PARAMETER FUNCTION
oOperation mode select: in this mode the contents of the addressed memory row will be erased. The three
ROW ERASE (1100) LSB's of EADRL1 are not significant, i.e. 8 bytes addressed by EADRL1 will be

cleared in the same time normally needed to clear one single byte (taow grase = 1,).
The ROW ERASE operation can be started by writing the EDAT register. The data
that is written to EDAT is not significant. Writing of the erased 8 memory cells then
takes only 8 WRITE cycles. This is much faster than writing 8 data bytes without a
previous ROW ERASE. Such an operation would have taken a total = 8 L+ 8t F

operation mode select: in this mode all memory cells of the EEPROM will be cleared. The BLOCK ERASE

BLOCK ERASE (1010) operation can be started by writing EDAT. The contents of the data and address
registers EDAT, EADRL1, EADRH are don't care.

operation mode select: the selection of a specific EEPROM TEST MODE within the ECNTRL2 register is

TEST MODE (1111) only possible when the ECNTRL1 register is switched in advance to TEST MODE.

Control register ECNTRL2
ECNTRL2 is the control register (SFR) for the several test modes of the EEPROM.

Table 5 ECNTRL2 SFR

READ ONLY READ/WRITE
SP3 SP2 SP1 SPO T™3 T™2 T™1 T™O0
7 6 5 4 3 2 1 0
NO TEST — 0 0 0 0
READ EEPROM WITHOUT ERRORCORRECTION — 1 0 1 1

Table 6 Description of the ECNTRL2 bits

SYMBOL / PARAMETER FUNCTION
ECNTRL2 bits 7, 6, 5, 4
SP3, SP2, SP1, SPO this part of the ECNTRL2 register is READ only. The upper 4 bits of ECNTRL2

carry either the syndrome word which is generated by the EEPROM error
correction logic or the parity bits stored in paralle! to the data word in EEPROM
memory. The syndrome word is always output during BYTE MODE READ

(EWP = 0). A value of '0000B' means that no error has been detected/corrected.
The parity bits are output during READ EEPROM WITHOUT
ERRORCORRECTION TESTMODE or while EWP = 1.

ECNTRL2 bits 3,2,1,0

TM3, TM2, TM1, TMO this part of ECNTRL2 register is READ/WRITE. The lower 4 bits of ECNTRL2 are
used to select one of the EEPROM test-modes. The selection of any test-mode is
only possible if ECNTRL1 has been set to 'XXXX11118" before. Otherwise TM3,
TM2, TM1, TMO are held at '0000B".
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Ag-15
ADRH
imerrupl Mux
request p;’;’;m
I EEPROM Counter
o 2Kx12BIT A0-7
INCLUDING ERROR ADRL
EEPROM WE CORRECTION Mux
SEQUENCER AND E
LOGIC
ME
DATA IN DATA OUT
[ 412
. - == —|— DOWN DOWN
j i [~ EDAT J 1 COUNTER| | cOUNTER
ETIM ecntaL | | ecnraL 2] | (\SgGYE) (S‘E’:g) : EADRL 1 EADRL 2 EADRH
l q F ! !03180 ] r ] [
83C852 INTERNAL DATA BUS ' '
MBATS2
CONTROL DATA ADDRESS
INTERFACE INTERFACE INTERFACE
Fig.5 EEPROM Interface.
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RAM

The RAM has a capacity of 256 bytes. It can be
accessed by both CPU and calculation unit (however, not
at the same time). The CPU has full READ and WRITE
access to the RAM only when the calculation unit is not
operating.

When the calculation unit is operating, it reads and writes
data from/to the RAM via a separate channel. In order {o
avoid possible access conflicts, the CPU cannot read or
write the RAM at this time. This condition places some
restrictions to the operations of the CPU:

® Nno subroutine calls possible while calculation unit is
active

® register operations (e.g. MOV A,R0) are not possible

e stack pointer operations (PUSH, POP) are not
possible

® interrupt requests are not granted while the
calculation unit is active.

In the RAM address space, only the SFRs can be read
and written by the CPU whilst the calculation unit is
active.

RAM address pointers

The calculation unit uses 4 RAM pointers to address the
RAM during it's direct memory access: AIPR, XIPR,
AOPR and APR.

ADDRESS POINTERS AIPR, XIPR, AOPR

AIPR and XIPR pointers address the operand fieids Ai
resp. Xi inside RAM, while AOPR addresses a RAM area
Ao where the calculation result is to be stored. Each
pointer consists of an 8-bit register with associated 8-bit
down counter. The counter provides a RAM address. it is
parallel loaded from it's register.

The CPU has WRITE access to the registers and READ
access to the counters. Default values after reset for all
registers and counters are 00H. The data transfer trom
the registers to their down counters and the counter
decrement are controiled by the calculation unit.

November 1991
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ADDRESS POINTER APR

This is an 8-bit up counter which is used to address the
A[3-0] operand field in RAM. it can be read and written
by the CPU. Default value after reset is OOH. APR is
incremented under the control of the calculation unit.

RAM address pointer modes
The following RAM address pointer modes apply:
The calculation unit is at standby:

o there is no direct memory access from the calculation
unit

¢ the down counters are continuously loaded from the
AIPR, XIPR and AOPR registers

® because RAM is not addressed by any of the RAM
pointers, their contents are irrelevant at this time. In
advance to a calculation, the CPU has to load the
RAM pointers with the start addresses of the operand
and result fields. AIPR, XIPR and AOPR have to be
loaded with the LSB's address, while APR has to be
loaded with the MSB's address of the data field.

The calculation unit is active:

¢ there is direct RAM memory access from the
calculation unit

e the data transfer from the registers to their associated
down counters is stopped

e the address pointers AIPR, XIPR and APR address
the operands Ai, Xi and A[3-0] while AOPR addresses
the Ao result area in RAM

* while the up and down counters are incremented/
decremented under control of the caiculation unit, the
CPU can reload the registers with new addresses,
ready for transfer to their down counters at the
beginning of the next calculation cycle.
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CALCULATION UNIT

This unit computes, with it's associated software, any
exponential functions like x* mod.n. It has been designed
fo optimize the calculation time of exponent modulo N. it
uses 196 bytes of RAM for 512-bit length operands.

CALCULATION UNIT PERFORMANCE

Atfc« = 6 MHz: X*modulo N is performed in 1.5 s
typical, with 512 bit operands.

To reach this speed, the calculation unit's architecture
provides:

e fast multiplication and addition

e fast carry handling

 fast data transfers to fetch operands from RAM or
EEPROM and to store results in RAM

® simuitaneous operation of both CPU and calculation
unit.

CALCULATION UNIT BASIC OPERATION

The caiculation unit does not carry out a complete
exponentation in one step. However, it provides a set of
basic instructions, from which the complete
exponentation algorithm can be built by a dedicated
software. All of these basic instructions operate on
data-fields inside RAM and EEPROM. The width of these
data-fields is variable. A typical operand width is 512 bits.

The basic operation of the calculation unit is to multiply
either a 24-bit number or a 32-bit number witha
long-word (e.g. 512-bit) and adding the resuilt to another
long-word. Further XOR and shift operations may be
carried out to give the final result. With a 32-bit number
this operation completes in typically 45 us at 6 MHz ciock
frequency.

The basic operation of the calculation unit is:

B=[(A+a"°X) @vaue]"* 2 Where “A*,"B° and X" are large numbers, "a"is a 3 or 4 byte part of the
large number *Y* and “value® is either one same byte used for each
result byte or the large number *X". *n" is the number of bit-shifts for the
calculation result, n can be either 0 or 32.

Operation set of the calculation unit:

B=(A+a" X)® value * 20 multiply and accumulate step (see Fig. 6).
B=(0+a"°0)®value"* 2° memory initialization (see Fig. 7).
A=(A+a"’0)® value* 2® 4 byte shift (see Fig. 8).

B=(A+a"0)® value * 2° memory transfer (see Fig. 9).

B=(A+a"*X)® value * 2% multiply, accumulate step with shift (see Fig. 10).

Force A = O or X = 0 and shift depend on the contents of the registers CMD and CMDSTAT.

length.

A calculation example of D = M*C Mod N is shown in Fig.11, where D, M, C and N are large numbers of n-bit
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B=(A+YaX) @ value

yoifva2lynsfvaa] T T T Jvo| va

sl T T " T T T Tx] «x

bl LT T T T Tl a

XOR value
sl | [ feed] [ T " _T T T Teo] s

- MBA747

result

Fig.6 Muitiply and accumulate step.

B=(0+Ya0) & value
a

] ve
*

=] x

+

@] »

(2]
(initial value) XOR value
memory initialized =
oo ] | | [ Joo] e

- MBA749

Fig.7 Memory initialization.
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A=(A+Ya0) @ value +232

Yn-2 Yn-3| va

X
2] I L1 Ta

© ]

(5]
e XOR value
ol T 1T "7 T T Jmlolwwls]

Fig.8 Shift (up to 4 bytes).

B=(A+Ya0)® value
a

va

-

X

el T T 227771 T Tae] a
: - 52

XOR value
el T T 7777 T 1 Tae] e

-~ MBASOO

Fig.9 Memory transfer.
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B = [(A+YaX)® value].23?

[Yn-1]¥n2[¥na[vaa] | 1T T vl va

»

pe] [ 1 L | Tx] x

el T 1227 T T Ta] »
-— 7]
) XOR value
B3] | ] e T 7] ::::Lao]oo[ooloo[oo] B

Fig.10 Muitiply accumulate step and shift.
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example: D = M.C Mod N

step 1 M| T T 77 | | Tme] x
1st intermediate muttiply Ya

B

o — — — —
|

IE-rSJBmZ'BnHl Bn an-1] I —— l I I Bo ]

Fel 1 1 "1 T I «
1st reduction modulo on the intermediate result and shift [ﬂ+3]8n+2]8n+ 1] BT] Ya

2 R i i Y
Lonfore] [ T T 1T T """ """ ToJolo] s
ed T 1 "7 T T Twe) x

.

2nd intermediate multiply Ya
Lerfe] [ T T T T 77" TJolo]o]

[Bn+3[Bn+2[Bn+1] Bn o] ] ] T I [ Teo]

@ N> +

MBA9O1
repeat (n/3)-1 times to step 2

Fig.11 Calculation example.
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Calculation unit related SFRs

12 Special Function Registers (SFRs) are related to the
calculation unit, see Table 7 and Figure 12.

Memory access registers

The calculation unit has direct READ and WRITE

memory access to the RAM and READ-only access to

the EEPROM. The unit uses four 8-bit wide RAM
pointers to address operands and result inside RAM and

two 8-bit pointers to address operands inside EEPROM.

The MSB of the EEPROM address is supplied by the

EADRH register. 5 out of the 6 pointers are pipelined.

This allows the CPU to initialize these registers while a

calculation is busy.

Table 7 Caiculation unit related SFRs

SYMBOL ADDRESS FUNCTION
AIPR AdH RAM address pointer for Ai input operand; note 1
EADRL1 F2H EEPROM address pointer for Ai input operand; note 1
XiIPR ASH RAM address pointer for Xi input operand; note 1
EADRL2 Fi1H EEPROM address pointer for Xi input operand; note 1
APR . ABH RAM address pointer for A[3-0] input operand
AOPR A7H RAM address pointer for Ao result output
CMD 99H command register
CMDSTAT 98H command and status register
CNTCYCL FoH cycle counter
CXOR A3H XOR operand register
WRLIM FBH WRITE operation limit register
RDOLIM FAH limits register of the READ operands Xi and Ai.

Note
1. Aioperand and Xi operand can be stored in either the RAM or the EEPROM.
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CALCULATION UNIT INTERFACE

RS

T3

[ron 1] [Goms]
] 8§

y
EADRH

HRAM acdress bus EEPAOM address dus
>
256 BYTES 2X BYTES
RAM EEPROM
DMA data bus {}
AocO
Aot
Ao2
Aol
CALCULATION UNIT XOR LOGIC
Ao =(Xia[3 0])s A
INTERNAL INTERNAL INTEANAL INTERNAL
{1 {1
CNTCYCL WALIM ROUM
4
“Bazer

Fig.12 Calculation unit and memory access.
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Command and status registers CMD and CMDSTAT

The calculation unit has two 8 bit registers (SFRs) for
commands and status. SFR CMD is used for commands
only, SFR CMDSTAT is used for both commands and
status (2 command bits and 3 status bits).

7 bits of the CMD register are pipelined (see Table 8). At
the beginning of a calculation, the contents of these
seven bits are transferred into an intemal command

This allows the CPU to re-initialize the CMD register for
the next calculation while the current calculation is still
busy.

The CMDSTAT SFR (see Table 10) is not pipelined and
may not be reloaded by the CPU whilst the calculation
unit is active. Both CMD and CMDSTAT registers are
cleared at reset. Tables 9 and 11 describe the function of
single status and control bits within the CMD and

h . " CMDSTAT registers. T
register that controls the calculation unit's sequencer. €9 :
Table 8 CMD SFR

CMD regrster ? 6 5 ‘ 3 2 ! 0 SFR command
loacded by the CPU —e| DWA | AE2P | XE2P | OXOR | SHIFT {iDRaM | w3z | cmrD register
(SFR)

internal CMD 1 l 1 l

Ll

loaded by the —ﬁl DWA' AE2P

I XE2P l XOR ISHIFT ILDRAMI M3 ]

interrnal command
register

calculation umt

T 11

(7-but lateh)

N

Vv
10 the sequencer

Table 8 Description of the CMD bits

SYMBOL / PARAMETER |

FUNCTION

CMD.7

DWA = disable output write

set and reset by the CPU.

When the DWA bit is set 1, the wriling operation of the Ao result into RAM is
disabled. The AOPR address counter is not decremented.

When DWA bit is reset 0, the Ao result bytes are written into RAM.

CMD.6
AE2P = input Ai operand from | set and reset by the CPU.
the EEPROM When the AE2P bit is set 1 the EEPROM is addressed by AIPE (EADRL1)
address pointer and the Ai operand is read from the EEPROM. When AE2P is
reset 0 the RAM is addressed by AIPR address counter and the Ai operand is
read from the RAM.
November 1991 118
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SYMBOL / PARAMETER | FUNCTION

CMD.5

XE2P = input Xi operand from | set and reset by the CPU.

the EEPROM When the XE2P bit is set 1 the EEPROM is addressed by XIPE (EADRL2)
address pointer and the Xi operand is read from the EEPROM. When XE2P is
reset 0 the RAM is addressed by XIPR address counter and the Xi operand is
read from the RAM.

CMD.4

OXOR = output exclusive OR | set and reset by the CPU.
When the OXOR bit is set 1 the output data value is: Xi ® calculation result. When
the OXOR bit is reset 0 the output data value is: CXOR register content &
calculation result. If the output value must be the real caiculation result: OXOR bit
is reset 0 and the CXOR register content = 00H.

CMD.3

SHIFT = control of Ao result set and reset by the CPU.

shift When the SHIFT bit is set 1 the Ao result consists of four registers Ao3, Ao2, Ao1,
Ao0Q, thus the output data is delayed four times which leads to a 32-bit result shift.
I the SHIFT bit is reset 0, the output pipeline has only one register Ao3. The result
is not shifted.

CMD.2

LDRAM = Load A3, A2, A1, A0 | setand reset by the CPU.

registers from the RAM When the LDRAM bit is set 1 the calculation unit reloads A3, A2, A1, AQ registers
from the RAM at the start of the computation. When the LDRAM bit is reset 0, the
A3, A2, A1, AO registers are reloaded from the A3, Ao2, Aot, Aol output pipeline
registers.

CMD.1

M32 = 32-bit operands set and reset by the CPU.
When the M32 bit is set 1 the multiplier operands are A[3..0] (32-bits), APR is
incremented by four. When the M32 bit is reset 0 the muitiplier operands are
A[2-0] (28-bits), APR is incremented by three.

CMD.O

CMRD = command ready set by the CPU and cleared by the caiculation unit (see Fig. 13).
To start a calculation, the CMRD bit is set 1 by the CPU. The CMRD bit will be
reset O by hardware immediately after beginning the calculation. The CMD
register is then ready to take the next command word from the CPU. When the
CMRL_) bit is set 1 by the CPU while the calculation unit is still active, the
calculation unit does not stop at the end of the current computation. The new
calculation starts immediately with the new command parameters. In this case
there will be no interrupt request.
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DONE

qQuick restart of
caiculanon via
sequencer hardware

1st. start of
calculation via
software

' calculation

calcutation

cycle # 1 cycle # 2

]

CMRD

/ 671 o

1

; Vad
&é —_—
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i

CPUinmahzes ! CPUmnmaizes CPU ' CPU inmatzes

pointers and pointers and wains pointers ang

reqisters for « registers for for | registers for

calculation #1 calcutaton 82  CMRD=0 l calcutaton #3

: ™8C336
Fig.13 CPU and calculation unit timings.
Table 10 CMDSTAT SFR
SFR Command and Status register (SFR) 4 3 2 1 0
loaded and read by the CPU — DRA DRX RUN ccy DONE
4 { T T T
to the sequencer from the calculation unit

Table 11 Description of the CMDSTAT bits

SYMBOL / PARAMETER |

FUNCTION

CMDSTAT bits 7, 6, 5, not applicable

CMDSTAT4
DRA = READ disable of the set and reset by the CPU.
operand Ai When the DRA bit is set 1. READ operation of the operand Ai is disabled and Ai is
cleared. In this mode the AIPR aadress counter is not decremented.
CMDSTAT.3
DRX = READ disable of the set and reset by the CPU.
operand Xi When the DRX brt is set 1. READ operation of the operand Xi is disabled and Xiis
cleared. In this mode the XIPR address counter is not decremented.
CMDSTAT.2
RUN = active calculation unit set and reset by the calculabon unit.
While the calculabon unit is active, the RUN bit is set 1, otherwise the RUN bit is
[, » reset O (cleared).
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CMDSTAT bits 7, 6, 5, not applicabie

CMDSTAT.1

CCY = carry set and reset by the calculation unit.
When the contents of Ao3, Ao2, Aot, Ao output pipeline registers are greater
than 0 (zero), the CCY bit is set 1, otherwise CCY is reset 0.

CMDSTAT.0

DONE = end of the set by the calculation unit, reset by the CPU. :

computation The DONE bit is set 1 by the calculation unit at the end of computation. When set
1, an interrupt request is generated. The DONE flag has to be reset 0 by the CPU
during an interrupt service routine.

Cycle counter CNTCYCL READ um RecisTER RDLIM:

This is an 8-bit register with associated down counter. It
counts the number of bytes of the result which the
calculation unit shall carry out. The first byte of the result
is always zero.

The CPU has WRITE access to the register and READ
access to the down counter. CNTCYCL is cleared to 00H
during reset. As long as the calculation unit is in standby,
the down counter is continuously loaded with the register
contents. After start of calculation, the down counter
becomes separated from the register and starts
counting. The register can then be reloaded by the CPU
for the next calculation cycle. As soon as the down
counter reaches the state 00H, the calculation cydle is
terminated.

Limit registers

The calculation unit has two 8-bit limit registers (SFRs)
WRLIM and RDLIM. WRLIM controis the stant of Ao
result output to RAM, whiie RDLIM controls the length of
Ai and Xi input operands. RDLIM is split into two 4-bit
registers. RDLIM (7-4) carry the READ limit for the Xi
operand and RDLIM (3-0) the READ limit for Ai.

The contents of WRLIM, RDLIM (7-4), RDLIM (3-0) are
compared to the contents of the Cycle Counter
CNTCYCL during calculation. As Xi and A limits are both
only 4-bits wide, these values are expanded to 8-bits for
comparison by adding four leading zeros.

WRITE umiT REGISTER WRLIM:

* as long as the CNTCYCL contents are greater than
the WRLIM's contents, writing of the Ao output resutt
to RAM is inhibited.

November 1991
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o READ Xi limit (upper 4-bits): when the CNTCYCL
contents has reached the Xi limit, the READ value of
the Xi operand is 0.

e READ Ai limit (lower 4-bits): when CNTCYCL
contents has reached the Ai limit, the READ value of
the Ai operand is 0.

The limit registers can be read and written by the CPU.
Because of their pipeling structure, they can be
re-loaded whilst the calculation unit is active. Both
registers are cleared to 00H during reset.

CXOR register

This is an 8-bit wide SFR that provides one operand for
an exclusive-OR operation on the calculation resuit. It
can be read and written by the CPU, the default value
after reset is 0.

Calculation unit interrupt

At the end of a calculation Cycle, an interrupt request is
generated (DONE = 1). The DONE flag has to be reset
by software during the interrupt service routine. The
Caliculation unit's operation cannot be interrupted by any
other interrupt. Interrupt requests are pending until the
end of the calculation cycle. They will be acknowledged
durning the interrupt service routine.

Paralle! operation of CPU and calculation unit

The performance of the calculation unit degrades if
pointer and control register initializations are done in
between two consecutive calculation cycles. The full
calculation speed is reached when these initializations
are carried out by the CPU in paraliel to a computation
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Cycle of the calculation unit (see Fig. 13). Thus with Table 12 1/0 SFR

parallel initializations, when a current computation cycle 102 | 101
is completed, all of the required initializations have - - " - - —
already been done to enable the next computation cycle 7 6 5 4 3 2 1 0
of the calculation unit to start immediately.

Either 1/O line can be used independently from the other
as an input or as an output. For an /O line to be used as
The 83C852 has 2 I/O lines: I/01 and 1/O2. Line /01 is aninput, a set 1 must first be written to it's port-latch.
represented by 101 (bit 0) and line /02 is represented by See Fig. 14. The strong output driver FET P1 is turned
102 (bit 1) of the IO register (SFR). IO bits: 7, 6, 5, 4, 3 off after one extemal clock period. The pin is then pulied
and 2 are don't care. HIGH by the weak pull-up FETs P2 and P3. It can be
pulled LOW by an extemal source. After a hardware
reset. both port latches contain a set 1 and both lines
/01 and /02 are in Input mode.

10 register

1 external clock
penod

Voo

Q trom port
iatch P1 P2 P3

rot
PIN| wenucai for
Vo2

nput data ﬁ—l MBA74S
read pon pin

for use in ISO standard half duplex serial communication, only I/O1 is needed. Full duplex serial communication
may be carried out via both lines /01 and 1/02.

Fig.14 InputOutput buffer (1101 and 1102).
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Timers

The 83C852 has two 16-bit timer registers Timer 0 and
Timer 1. The timer registers are incremented each
machine cycle and are thus capable of counting machine
Cycles. Since a machine cycle consists of 6 external
clock periods, the count rate is 1/6 of the clock
frequency. Each timer has three operating modes:

¢ Mode 0 = 13-bit timer
e Mode 1= 16-bit timer
* Mode 2= 8-bit timer with auto-reload.

I Tix THX interrupt
CLK }—L1 16 Ms BITS) (@ BITS) H TFX—I——Q

| (
TRX J control

(a)

interrupt
I I I — I I TLX THX
cu(j——L1 /6 (8 BITS) I (8 BITS) 1—Ln=x

|
Jcomrol
TRX
(b)
interrupt
LCL" l'_‘l 16 I‘ ‘l T I I ®8iTs) I -TFX
TRX J controt reiocad MBA?44
A
{c) l
THX
Fig.15 83C852 Timers
November 1991 1123

Power ed by | Cniner.com El ectronic-Library Service CopyRi ght

2003



Philips Semiconductors Microcontrolier Products Preliminary specification

Secured 8-bit microcontrolier 83C852

Timers 0 and 1 are controlled via the two SFRs: Timer Mode Control (TMOD) and Timer Control/Extermnal Interrupt
Control (TCON).

Table 13 TMOD SFR

TIMER 1 TIMER 2
- - M1 MO - M1 MO
7 6 5 4 2 1 0
Table 14 Description of the TMOD bits
SYMBOL PARAMETER | FUNCTION

Timer 1

- TMOD.7 reserved, don't care

- TMOD.6 reserved, don't care

Mt TMOD.5 Timer 1 mode select

MO TMOD.4 Timer 1 mode select

Timer 0

- T™MOD.3 reserved, don't care

- TMOD.2 reserved, don't care

M1 TMOD.1 Timer 0 mode select

MO TMOD.0 Timer 0 mode select

M1 and MO operating modes

0 0 8-bit timer "THx" with *TLx" as 5-bit prescaler

(o] 1 16-bit timer “THx" and "TLx" are cascaded. There is no prescaler

1 0 8-bit a_uto-r.eload timer "THx* holds a value which is reloaded into *Tix*

each time it overfiows.
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Power ed by | Cniner.com El ectronic-Library Service CopyRi ght 2003



Philips Semiconductors Microcontroller Products

Preliminary specification

Secured 8-bit microcontroller 83C852
Table 15 TCON SFR
TIMER CONTROL EXTERNAL INTERRUPT CONTROL
TF1 TR1 TFO TRO - 10sw IEO ITo
7 6 5 4 3 2 1 0
Table 16 Description of the TCON bits
SYMBOL PARAMETER FUNCTION i

Timer control

TF1 TCON.7 Timer 1 overfiow flag. Set by hardware on Timer 1 overflow. Cleared by
hardware when processor vectors to interrupt routine.

TR1 TCON.6 Timer 1 run control bit. Set/cleared by software to turn Timer 1 ON/OFF.

TFO TCON.5 Timer 0 overfiow flag. Set by hardware on Timer 0 overfiow. Cleared by
hardware when processor vectors to interrupt routine.

TRO TCON.4 Timer 0 run control bit. Set/cleared by software to tum Timer 0 ON/OFF.

External interrupt Control

- TCON.3 reserved, don't care.

IOSW TCON.2 switch for external interrupt source:
0= 1/O1 is used as external interrupt source;
1= 1/0O2 is used is used as external interrupt source.

IEO TCON.1 is the external interrupt 0 edge flag. It ITO is set 1, the |EQ bit is set 1 by
hardware when the external interrupt source (either 1/O1 pin or 1102 pin)
is detected to have made a 1 to 0 transition. The IEO bit is cleared by
hardware when the processor transfers control to the interrupt service
routine.

ITO TCON.O determines whether external interrupt is edge-triggered or level-triggered.
1 1T0 is set 1: external interrupt 0 is edge-triggered.

HITO is reset 0, external interrupt 0 is triggered by a detected LOW at
the external interrupt source.
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Interrupt system

The 83CBS52 has five interrupt sources, each can be
programmed to one of two priority interrupt levels, either

HIGH or LOW. The five interrupt sources are listed below:

1. //O: extemnal request from either I/O line

2. Timer 0: overflow from Timer 0

3. Cell: end of calculation

4. Timer 1: overflow from Timer 1

5. EEPROM: completion of EEPROM programming.
Each interrupt source can be individually enabled or

disabled, all interrupt sources can also be globally
enabied or disabled.

Each interrupt source can be programmed to either a
HIGH or a LOW priority interrupt level. ALOW can be
interrupted by a HIGH priority interrupt, but not by
another LOW priority interrupt. A HIGH priority interrupt
cannot be interrupted. .

Only one of the I/0 lines (either 1/01 or 1/102) can be
used as an extemal interrupt source at a time. This
selection is made by JOSW bit from TCON register.

Table 17 IE SFR

Interrupt vectors

The microcontroller acknowledges a request from an
interrupt by a hardware subroutine call. It pushes the
contents of the PC (program counter) into the stack, but
it does not save the PSW (program status word). PC is
reloaded with an address that depends on the source of
the interrupt request, as shown below:

Address Source o
0003H /101 or O2

000BH Timer 0 Overflow

0013H end of calculation

001BH Timer 1 Overfiow

0023H completion of EEPROM programming.

Interrupt registers IE and IP
INTERRUPT ENABLE REGISTER IE

Each source can be individually enabled or disabled by
setting or clearing the corresponding bit inside the SFR
Interrupt Enable register IE. All interrupt sources can also
be globally enabled or disabled.

EA - - EE ET1 EC ETO EX0
7 6 5 4 3 2 1 0
Table 18 Description of the IE bits

SYMBOL PARAMETER FUNCTION

EA IE7 general enable/disable control
0 = no interrupt is enabled
: 1 = any individually enabled interrupt will be accepted

- IE.6 reserved, don't care
- IES reserved, don't care
EE IE4 enable EEPROM interrupt
ET1 IE.3 enable Timer 1 interrupt
EC IE.2 enable calculation unit interrupt
ETO IE.1 enable Timer 0 interrupt
EX0 IE.0 enable external 0 interrupt (from 1/0)
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Table 19 1P SFR

- - - PE PT1 PCU PTO PX0
7 6 5 4 3 2 1 1]
Table 20 Description of the IP bits
SYMBOL PARAMETER FUNCTION

- iP7 reserved, don't care

- IP.6 reserved, don't care

- IP5 reserved, don't care

PE P4 EEPROM interrupt leve!

PT1 IP.3 Timer 1 interrupt level

PCU P2 caiculation unit interrupt leve!

PTO 1P.1 Timer O interrupt level

PX0 PO external 0 interrupt level

INTERRUPT PRIORITY REGISTER |P

The interrupt leve! is selected within the SFR interrupt
Priority register IP. Setting a bit to '1' selects HIGH
priority.

Hardware security

OPERATING MODE

The microcontroller has two operating modes:

e User mode

o Test mode

The test mode is permanently disabled once the test has
been performed.

Low frequency sensor

The low frequency detector circuit triggers a reset of the
CPU when the clock frequency falls below fex Minimum
(approximately 500 kHz). When the clock frequency rises
above fc,« minimum the reset is de-activated.

Power ON/OFF reset

The power ON/OFF reset circuit triggers a reset of the
CPU when the power supply falls below Voo minimum
(approximately 3.5 V). When the power supply rises
above Vi, minimum, this reset is de-activated. When the
power-down mode is active (PD is set 1) the power
ON/OFF reset is de-activated.

127

Idie mode and power-down mode
IDLE MODE

The 83C852 provides two power saving operational
modes, the idle mode and the power-down mode. In the
idle mode, the CPU enters a sleep routine whiist some of
the on-chip peripherals (tmers and interrupt system)
remain active. The contents of the RAM and SFRs
remain unchanged during the duration of an idie mode.
The idle mode can be terminated by an enabled interrupt
or by a hardware reset. Besides stopping the CPU, the
idle mode terminates EEPROM write operations and
stops operation of the calculation unit.

POWER-DOWN MODE

In the power-down mode, all on-chip internal clocks are
frozen. The CPU and all on-chip peripherals stop
working. The only exit from a power-down mode is bya
hardware reset. The on-chip RAM and SFRs retain their
values until the power-down mode is terminated. Reset
redefines the SFRs, but does not change the RAM
contents. The Vi, supply can be reduced to 2 V whilst
the power-down mode is active. Both modes are
activated by software via the SFR Power Control register
PCON. PCON is not bit addressabie.
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Tabie 21 PCON SFR

- - - - GF1 GFO PD IDL
7 6 5 4 3 2 1 0
Table 22 Description of the PCON bits
SYMBOL PARAMETER FUNCTION 3
- PCON.7 reserved, don't care
- PCON.6 reserved, don't care
- PCON.5 reserved, don't care
- PCON.4 reserved, don't care
GF1 PCON.3 general purpose flag bit
GFO PCON.2 general purpose fiag bit
PD PCON.1 enter power-down mode when set; note 1
IDL PCON.O enter idle mode when set; note 1

Note
1. Walogic 1 is written 1o PD and IDL at the same time, PD takes precedence.
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SFRs memory mapping

Table 23
The 83C852 has the following 33 Special Function Registers (SFRs) available to the user.
ADamess SYMBOL RESET VALUE FUNCTION

FBH WRLIM 0000.00008 WRITE iimit register for calculation unit

FAH RDLIM 0000.00008 READ limit for calculation unit

FoH CNTCYCL 0000.00008 cycle counter for calculation unit

F7H ECNTRL2 XXXX.00008 EEPROM control register (test modes)

FéH ECNTRL1 0000.00008 EEPROM control register (user modes)

FSH ETIM 0000.10008 EEPROM timer register

F4H EDAT XXXX.XXXXB EEPROM data register

F3H EADRH 1000.0000B EEPROM address register HIGH

F2H EADRL1 0000.00008 EEPROM address register 1 LOW, address pointer
AIPE for calculation unit

F1H EADRL2 0000.00008 EEPROM address register 2 LOW, address pointer
XIPE for caiculation unit

FOH 8 0000.00008 B register

EOH ACC 0000.00008 accumulator

DOH PSw 0000.00008 program status word

B8H P XXX0.00008 interrupt priority register

BOH 10 XXXX.XX11B 11O register

ABH IE 0XX0.00008 interrupt enable register

A7H AOPR 0000.00008 AOPR register for calculation unit

ABH APR 0000.00008 APR register for calculation unit

ASH XIPR 0000.00008 XIPR register for calculation unit

AdH AIPR 0000.0000B AIPR register for calculation unit

A3H CXOR 0000.00008 CXOR register for calculation unit

99H CMD 0000.00008 command register for calculation unit

98H CMDSTAT XXX0.00008 command and status register for calculation unit

8DH TH1 0000.00008 Timer 1 HIGH

8CH THO 0000.00008 Timer 0 HIGH

8BH TL1 0000.00008 Timer 1 LOW

8AH TLO 0000.00008 Timer 0 LOW

89H TMOD XX00.XX008 Timer 0 and 1 mode control

88H TCON 0000.x0008 Timer 0 and 1 control and extemnal interrupt control

87H PCON XXXX.00008 power control register

83H DPH 0000.00008 data pointer HIGH

82H OPL 0000.00008 data pointer LOW

81H SP 0000.0111B stack pointer
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Philips Semiconductors Microcontroller Products

Preliminary specification

Secured 8-bit microcontroller 83C852
INSTRUCTION SET
The instruction set consists of 49 single-byte, 46 two-byte and 16 three-byte instructions. When using a 6 MHz
external clock, 64 instructions execute in 1 cycle (1 us) and 45 instructions execute in 2 cycles (2 ps). Multiply and
divide instructions execute in 4 cycles (4 us).
INSTRUCTION SET DESCRIPTION
For data addressing modes, Hexadecimal opcode cross-reference and invalid instructions, see Table notes.
MNEMONIC DESCRIPTION BYTES |cYCLES °(':$,’(’)°E
Arithmetic operation
ADD ARr Add register to A 1 1 2
ADD A direct Add direct byte to A 2 1 25
ADD A Q@Ri Add indirect RAM to A 1 1 26, 27
ADD A #data Add immediate data to A 2 1 24
ADDC ARr Add register to A with carry flag 1 1 3
ADDC A direct Add direct byte to A with carry flag 2 1 35
ADDC A, @Ri Add indirect RAM to A with carry flag 1 1 36, 37
ADDC A #data Add immediate data to A with carry flag 2 1 34
SUBB ARr Subtract register from A with borrow 1 1 9
SUBB  A.direct Subtract direct byte from A with borrow 2 1 95
SUBB A, @Ri Subtract indirect RAM from A with borrow 1 1 96, 97
SUBB A #data Subtract immediate data from A with borrow 2 1 94
INC A Increment A 1 1 04
INC Rr Increment register 1 1 (Ve
INC direct Increment direct byte 2 1 05
INC @Ri increment indirect RAM 1 1 06, 07
DEC A Decrement A 1 1 14
DEC Rr Decrement register 1 1 1°
DEC direct Decrement direct byte 2 1 15
DEC eRi Decrement indirect RAM 1 1 16, 17
INC DPTR Increment data pointer 1 2 A3
MUL AB Muitiply A& B 1 4 A4
DIiv AB Divide Aby B 1 4 84
DA A Decimal adjust A 1 1 D4
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Secured 8-bit microcontroller 83C852
Instruction set description (continued)
MNEMONIC DESCRIPTION BYTES |CYCLES °&°E‘;§’E

Logic operations

ANL A Rr AND register to A 1 1 5

ANL A direct AND direct byte to A 2 1 55

ANL A @Ri AND indirect RAM to A 1 1 56,57 i
ANL A #data AND immediate data to A 2 1 54

ANL direct,A AND A to direct byte 2 1 52

ANL direct, #data AND immediate data to direct byte 3 2 53

ORL ARr OR registerto A 1 1 4

ORL A direct OR direct byte to A 2 1 45

ORL A @Ri OR indirect RAM to A 1 1 46, 47
ORL A #data OR immediate data to A 2 1 44

ORL direct, A OR Ato direct byte 2 1 42

ORL direct, #data OR immediate data to direct byte 3 2 43

XRL ARr Exclusive-OR register to A 1 1 6°

XRL A direct Exclusive-OR direct byte to A 2 1 65

XRL A @Ri Exclusive-OR indirect RAM to A 1 1 66, 67
XRL A #data Exclusive-OR immediate data to A 2 1 64

XRL direct,A Exclusive-OR A to direct byte 2 1 62

XRL direct, #data Exclusive-OR immediate data to direct byte 3 2 63

CLR A Cilear A 1 1 E4

CcPL A Compiement A 1 1 F4

RL A Rotate A left 1 1 23

RLC A Rotate A left through the carry flag 1 1 33

RR A Rotate A right 1 1 03

RRC A Rotate A right through the carry flag 1 1 13
SWAP A Swap nibbles within A 1 1 C4
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Secured 8-bit microcontroller 83C852
Instruction set description (continued)
MNEMONIC DESCRIPTION BYTES |CYCLES O&CEC))([))E
Data transfer
MOV ARr Move register to A 1 1 E*
MOV A.direct™* Move direct byte to A 2 1 ES
MOV A@Ri Move indirect RAM to A 1 1 E6 E7
MOV  Asdata Move immediate data to A 2 1 74
MOV Rr A Move A to register 1 1 F*
MOV Rr.direct Move direct byte to register 2 2 A*
MOV Rr,#data Move immediate data to register 2 1 7
MOV direct,A Move A to direct byte 2 1 F5
MOV direct Rr Move register to direct byte 2 2 8*
MOV direct,direct Move direct byte to direct 3 2 85
MOV direct, @Ri Move indirect RAM to direct byte 2 2 86,87
MOV direct.#data Move immediate data to direct byte 3 2 75
MOV @RI.A Move A to indirect RAM 1 1 Fe, F7
MOV @Ri direct Move direct byte o indirect RAM 2 2 A6, A7
MOV @Ri,#data Move immediate data to indirect RAM 2 1 76,77
MOV DPTR. #data 16 Load data pointer with a 16-bit constant 3 2 90
MOVC A,@A+DPTR Move code byte relative to DPTR to A 1 2 93
MOVC A @A+PC Move code byte relative to PC to A 1 2 83
PUSH direct Push direct byte onto stack 2 2 co
POP direct Pop direct byte from stack 2 2 Do
XCH ARr Exchange register with A 1 1 c*
XCH A direct Exchange direct byte with A 2 1 Cs
XCH A @Ri Exchange indirect RAM with A 1 1 Ce, C7
XCHD A @Ri Exchange LOW-order digit indirect RAM with A 1 1 D6, D7
Note: the following MOVX instructions of 80C51 set are not applicable to 83C852
MOVX A, @Ri Move external RAM (8-bit address) to A 1 2 E2, E3
MOVX A ,@DPTR Move extenal RAM (16-bit address) to A 1 2 EO
MOVX @RiA Move A to external RAM (8-bit address) 1 2 F2, F3
MOVX @DPTR,A Move A to external RAM (16-bit address) 1 2 FO
November 1991 1133

Power ed by | Cniner.com El ectronic-Library Service CopyRi ght 2003



Philips Semiconductors Microcontroller Products Preliminary specification
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Instruction set description (continued)

MNEMONIC DESCRIPTION BYTES |CYCLES °(':fg([)’5
Boolean variable manipulation
CLR C Clear carry flag 1 1 c3
CLR bit Ciear direct bit 2 1 c2 }
SETB C Set carry flag 1 1 o3
SETB  bit Set direct bit 2 1 D2
CPL C Complement carry flag 1 1 B3
CPL bit Complement direct bit 2 1 B2
ANL C,bit AND direct bit to carry flag 2 2 82
ANL C.oit AND complement of direct bit to carry flag 2 2 80
ORL C.bit OR direct bit to carry flag 2 2 2
ORL C. it OR complement of direct bit to carry flag 2 2 A0
MOV C.bit Move direct bit to carry flag 2 1 A2
MOV bit,C Move carry flag to direct bit 2 2 92
) Program and machine control

. ACALL addr11 Absolute subroutine call 2 2 eladdr
LCALL addri6 Long subroutine call 3 2 12
RET Retum from subroutine 1 2 22
RETI Return from interrupt 1 2 32
AJMP  addr11 Absolute jump 2 2 ¢ laddr
LUJMP  addr16 Long jump 3 2 02
SUIMP  rel Short jump (relative address) 2 2 80
JMP @A+DPTR Jump indirect relative to the DPTR 1 2 73
JZ rel Jump if Ais zero 2 2 60
JNZ rel Jump if A is not zero 2 2 70
JC rel Jump if carry flag is set 2 2 40
JNC rel Jump if carry flag is not set 2 2 50
JB bit,rel Jump if direct bit is set 3 2 20
JNB bit,rel Jump if direct bit is not set 3 2 30
JBC bit,rel Jump if direct bit is set and clear bit 3 2 10
CINE  Adirect re! Compar_e direct to A and jump if not equal 3 2 BS
CJNE  A.#data,rel Compare‘immediate to A and jump if not equal 3 2 B4
CJNE  Rr#data,rel Compare immed. to reg. and jump if not equal 3 2 B*
CINE  @Ri,#data,rel Compare immed. to ind. and jump if not equal 3 2 86, B7
DINZ  Rrrel Decrement register and jump if not zero 2 2 D*
DJINZ  direct,rel Decrement direct and jump if not zero 3 2 Ds
NOP | No operation 1 1 00
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NOTES TO INSTRUCTION SET TABLE

MNEMONIC DESCRIPTION

Data addressing modes

Rr working register RO-R7.

direct 128 internal RAM locations and any special function register (SFR).

@Ri indirect intemal RAM location addressed by register RO or R1 of the actual register bank.

#data 8-bit constant included in instruction. !

#data 16 16-bit constant included as bytes 2 and 3 of instruction.

bit direct addressed bit in intemal RAM or SFR.

addr16 16-bit destination address. Used by LCALL and LUMP. The branch will be anywhere within the
64K byte program memory address space.

addr1t 11-bit destination address. Used by ACALL and AJMP. The branch will be within the same 2K byte
page of program memory as the first byte of the following instruction.

rel Signed (two's complement) 8-bit offset byte. Used by SUMP and all conditional jumps. Range is

-128 to +127 bytes relative to first byte of the following instruction.

Hexadecima! opcode cross-reference

* 8,9,A,B,C,D,E,F.

. 11, 31, 51,71, 91, B1, D1, F1.

. 01,21, 41, 61,81, A1,C1,E1.

Invalid instructions:

note ** MOV A, ACC is not a valid instruction.

MOVX MOVX instructions of 80C51 set are not applicable to 83C852.
November 1991 1135
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83C852

INSTRUCTION MAP
MOVX instructions not applicable

second hexadecimal character of opcode

1——ﬁrs( hexadecima! character of opcode

0 1 2 3 4 Is 6 17 Jels[alelcToTels

0| NOP AJMP LMP | RRA INC A INC INC @Ri INC Rr ;
addr11 | addr16 dir 0 11 jolr ]2 |3]da|s |e]r

1| JBC ACALL | LCALL [ RRCA DECA DEC DEC @Ri DEC Rr

bit, rel addrt1 | addrig dir 0 |1 0112 |3|a |5 |6]7
2| J8 AIMP RET RLA ADD ADD ADD A @Ri ADD A Rr

bit,rel addr11 A #dats A dir 0 | 1 01 |2 |3|4 |5 ]|6]7
3| JNB ACALL | RETI | RLCA ADDC ADDC | ADDC A.@Ri ADDC A,Rr

bit, re! addr11 A #data | A dir 0 1 OJ1 ]2 |34 |5 |67
4] Jc AIMP ORL ORL ORL ORL ORL A @Ri ORL A,Rr

rel ddr11 | dir, A | dir,#data A#data | A dir 0 [ Jo|1 |2 (3]a s |6l
5| JNC ACALL ! ANL ANL ANL ANL ANL A @Ri ANL A.Rr

rel addr11 dir,A | dir, #data A, #data A, dir 0 | 1 0j1 12 |3(4 |5 6|7
6| JZ AIMP XRL XRL XRL XAL XRL A,@Ri XRL A,Rr

rel addr11 dir, A dir #data A #data A dir 0 [ 1 0f1 ]2 [3(/4 |5 g7
7 INZ ACALL | ORL JMP MOV MOV MOV @Ri, #data MOV Rr,#data

rel addr11 | C,bit @A+DPTR A #data | dir,#data | O ] 1 0|1 ]2 |3/4 |5]|6l7
8 | SumMP AJMP ANL Movec Div MOV MOV dir,@Ri MOV dir,Rr

rel addr11 | Cbit A@A+PC AB dir, dir 0 {1 0/1])2 |3|la |5 |67
9 ] MOV DPTR, | ACALL | MOV | move SUBSB suBs SUBB A,@Ri SUBB A,Rr

#data addr11 | bit,C A@A+DPTR | A #data | Adir 0 {1 Oj1 ]2 |3|la |5 ]6]l7
A | ORL AJMP MOV | INC MUL MOV @Ri,dir MOV Rr,dir

C./bit addr11 | C,bit DPTR AB 0 1 0112 [3ja |5 |67
B | ANL ACALL | cPL CPLC CINE A, | CINE CINE @Ri #data,rel | CINE Rr,#dsta,rel

C./bit addr11 | bit #data,rel | Adir,rel |0 | 1 O]t |2 |3]|4 {5 |67
C | PUSH AJMP CLR CLRC SWAP XCH XCH A,@Ri XCH A,Rr

dir addr11 | bir A A dir 0 ] 1 0|t ]2 3|4 |5 |67
D[ poP ACALL | SETB | SETB DA A DJINZ XCHD A,@Ri DJINZ Rr, rel

dir sddr11 | bit c dir, rel 0 | 1 0jr 12 |3]4a (5|67
E | MOVX AIMP MOVX A @Ri CLRA MOV . | MOV A @Ri MOV AR

A,@DPTR addri1 | 0 11 A dir 0 | 1 OJ1 12 [3]a |5]gl7
F| MOVX ACALL | MOVX @Ri,A CPLA MOV MOV @Ri,A MOV Rr,A

@DFTR,A addri1 | O |1 dir,A 0 | 1 0f1 12 [3]|a |5 ]|6]7

* MOV AACCisnota valid instruction.
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1SO INFORMATION

The foliowing 1SO characteristics information as
the latest version of 1ISO information is studied

ISO ELECTRICAL CHARACTERISTICS

applicable to this data sheet may be superseded. Please ensure that
or relevant features.

SYMBOL PARAMETER CONDITIONS MN. [T | max. [unir
vo
Vo input voltage HIGH bt (rme) = 20 pA 0.7 x Vpo - Voo +0.3 v
Ve input voitage LOW b mezy = =1 MA -0.3 - 08 v
Vou output voitage HIGH low mazy = —20 pA; 3.8 - Voo v
note 1
Vo output voitage LOW ot (masy = +1MA 0 - 0.4 v
Cwo input/output pin capacitance - - 30 pF
te /O rise/tall imes Cn = 30 pF; - - 1 us
Con = 30pF
CLK
Vi input voltage HIGH I ran) = $20 pA 0.7 x Vpo - Voo +0.3 \
Ve input voltage HIGH i mas) = #200 uA -0.3 - 05 v
(o} input pin capacitance - - 30 pF
te CLK riseAall times Cn = 30pF - - 9% of period | us
with a max.
of 0.5 us
RESET
Vo input voltage HIGH het rax) = 220 A 0.7 x Vpo - Vpo +0.3 v
Vo input voltage LOW b ey = £200 pA 03 - 0.5 \
Note
1. Itis assumed that a pull-up resistor is used in the interface device (recommend value = 20 k().
LIMITING VALUES
In accordance with the Absolute Maximum System (IEC 134)
SYMBOL PARAMETER MIN. MAX. UNIT
v, input voltage on any pin with respect 1o ground (V) 0.5 6.5 v
i o input/output current on 1/01 or 1102 pin - 5 mA
P total power dissipation per package - 1 w
Tug storage temperature range -65 150 °C
Tero operating ambient temperature range 0 70 °C
-HANDLING
Inputs and outputs are protected against electrostatic discharge in normal handling. Howaever, to be totally safe, itis
desirable to take precautions appropriate to handling MOS devices (see ‘Handling MOS Devices’).
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CHARACTERISTICS
Voo = SV (210 %); Vgs=0V, T, = Oto 70 °C; all voitages with respect 1o Vg unless otherwise spacified.

symsoL | PARAMETER | conomons MIN.  [TYR [ max. | unm

DC

Voo supply voltage range 4.5 - 55 v

oo supply current fax = 3.57 MHz - - 10 mA

Too supply current operating mode fox = 6.0 MH2 - - 15 mA

o supply current idle mode fox = 6.0 MHz - - 3 mA

log power-down current 2V S Vpy € Vpgmax. |- - 100 HA

Vo1; vo2

Vo input voltage LOW -0.5 0.2 Vo v

Vi input voltage HIGH 02Vy, +0.9 Voo +0.5 v

[ input current LOW V, = 4045V - - -50 A

I input current HIGH-to-LOW - - 650 HA

Vou output voltage HIGH low = =20 uA 3.8 - - \

Vo output voitage LOW la= 1.0mA - - 0.4 v

A RESET; CLK input voltage -05 - 0.2Vy, 0.1 |V
LOW

Ve RESET; CLK input voltage 0.7 Voo - Voo +0.5 v
HIGH

Iy input leakage current 045< V, < vy, - - +10 A
(RESET,; CLK)

ESD ESD protection C = 100pF,R = 1.5k |- - 2.0 kv

AC

fex external clock frequency internal operating 1 - 6 MHz

) frequency = f_, .

teve cycle time 1 - - Hs

tox clock pulse width 45 - 55 %

t clock rise time - - thf ns

% clock fall time - - tht ns

teon power-on reset delay tbf - tbf bt

tw reset pulse width 12/ fex - - s

t, EEPROM ERASE time - 50 |- ms

t. EEPROM WRITE time - 50 |- ms

t, EEPROM data retention time [T_, = 55° C 10.0 - - yrs

Noew EEPROM endurance (number t,=5ms;t, = 5ms 10 000 - - cycles
of erase/write cycles

c 1/O1; 1/02; RESET,; fo, pin fax=1MHZ, T, = - - 10 pF
capacitance 25°C
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